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DETAILED ACTION 

1 . This is in response to the amendment on 3 1 August 2004. 

2. Claims 1-30 are pending in the application. 

3. Claims 1-30 have been rejected. 

Response to Amendment 

4. The examiner approves the "Brief Summary". No new matter has been added. 

Response to Arguments 

5. Applicant's arguments with respect to claims 1-30 have been considered but are moot in view 
of the new ground(s) of rejection. 

Claim Rejections - 35 USC §102 
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in a patent granted on an application for patent by another filed in the United 
States before the invention thereof by the applicant for patent, or on an international application by another who 
has fulfilled the requirements of paragraphs (1), (2), and (4) of section 371(c) of this title before the invention 
thereof by the applicant for patent. 

The changes made to 35 U.S.C. 102(e) by the American Inventors Protection Act of 1999 
(AIPA) and the Intellectual Property and High Technology Technical Amendments Act of 2002 
do not apply when the reference is a U.S. patent resulting directly or indirectly from an 
international application filed before November 29, 2000. Therefore, the prior art date of the 
reference is determined under 35 U.S.C. 102(e) prior to the amendment by the AIPA (pre- AIPA 
35 U.S.C. 102(e)). 
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6. Claims 1-5, 7-10 and 12-14 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Kikinis U.S. Patent No. 6,289,389 Bl. 

As to claim 1, Kikinis discloses a cable modem comprising: 

a controller, monitoring incoming cable modem transmissions for 
decryption keys, and monitoring conditions when the decryption keys are 
received [column 6, lines 33-47]; and 

a register, storing the decryption keys only when the conditions meet the 
specified criteria [column 6, lines 33-47]. 
As to claim 2, Kikinis discloses that the cable modem includes a key processing element 
that causes the keys to be processed by software [column 6, lines 33-47]. 

As to claim 3, Kikinis discloses that the cable modem is a host migrated cable modem in 
which a host PC processes the keys [column 6, lines 33-47]. 

As to claim 4, Kikinis discloses that the register includes a write enable function, which 
allows information to be stored in the register only when the write enable function is in a 
specified condition [column 8, lines 6-45]. 

As to claim 5, Kikinis discloses that the controller allows operation with decryption keys 
only when the decryption keys are stored in the register [column 8, lines 6-45], 

As to claim 7, Kikinis discloses that the register stores a plurality of decryption keys 
[column 7, lines 56-65]. Kikinis discloses each decryption key being uniquely associated with a 
specified identification number indicative of services for which the decryption key is applicable 
[column 7, lines 56-65]. 
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As to claim 8, Kikinis discloses that the register further includes a write enable function, 
associated with each identification number, and which enables keys to be stored in the register 
associated with the write enable function only when the write enable function is in a specified 
state [column 7, lines 29-46]. 

As to claim 9, Kikinis discloses a method of controlling a cable modem, comprising: 

monitoring an incoming cable stream for a decryption key [column 6, lines 

33-47]; 

if a decryption key is present, then decrypting the decryption key in a host 
PC that is associated with the cable modem, but separate from the cable modem 
[column 6, lines 33-47]; and 

allowing the decryption key to be used for decrypting the cable stream, 
only when the decryption key has been received in a specified way, otherwise not 
allowing the decryption key to be used for decrypting the cable stream [column 7, 
lines 29-46]. 

As to claim 10, Kikinis discloses that the specified way includes that the decryption key 
was received over the cable medium [column 6, lines 33-47]. 

As to claim 12, Kikinis discloses that the specified way includes that the decryption key 
is stored in a specified register [column 6, lines 33-47]. 

As to claim 13, Kikinis discloses storing the decryption key in a specified register when 
the allowing determines that the decryption key has been received in the specified way [column 
8, lines 6-45]. 
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As to claim 14 Kikinis discloses allowing the decryption key to be used only when the 
decryption key is stored in the register [column 8, lines 6-45]. 

7. Claims 22-27 are rejected under 35 U.S.C. 102(e) as being anticipated by Beser U.S. 
Patent No. 6,442,158 Bl. 

As to claim 22, Beser discloses a system comprising: 

a networked system of nodes, each node being uniquely controlled 
according to a unique identifier; at least one secure controller, the secure 
controller including a capability of providing permission to the nodes 
individually, according to the unique identifier [column 13 line 66 to column 6 
line 10]; 

wherein each node includes a secure event detection element capable of 
receiving an encryption key from the secure controller, and a memory, storing the 
encryption key only when specified conditions occur [column 13 line 66 to 
column 6 line 10]. 

As to claim 23, Beser discloses that each the node is a cable modem [column 6, lines 15- 

25]. 

As to claim 24, Beser discloses monitor, in a first unit, a data stream for incoming keys of 
a specified format [column 13 line 66 to column 6 line 10]. Beser discloses sending the keys to 
another unit, other than the first unit, for decryption [column 13 line 66 to column 6 line 10]. 
Beser discloses enabling use of the keys only when the keys are received from the data stream in 
a specified way [column 13 line 66 to column 6 line 10]. 
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As to claim 25, Beser discloses that the stream is a stream of cable modem information 
[column 6, lines 15-25]. 

As to claim 26, Beser discloses that the keys are DES encryption keys [column 13 line 66 
to column 6 line 10]. 

As to claim 27, Beser discloses storing the keys in a specified location when they are 
received in the specified way [column 15, lines 15-62]. 

Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which the subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

8. Claim 6 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kikinis U.S. 
Patent No. 6,289,389 Bl as applied to claim 1 above, and further in view of McBride U.S. 
Patent No. 6,292,899 Bl. 

As to claim 6, Kikinis does not teach that the register includes a key destroy function, 
which allows a decryption. key stored in the register to be marked as an invalid key, and prevents 
the key from being used for subsequent operations. 

McBride teaches a register that includes a key destroy function. McBride teaches that it a 
decryption key stored in the register to be marked as an invalid key. McBride teaches that it 
prevents the key from being used for subsequent operations [column 6, lines 41-45]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Kikinis so that the register would have included a 
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key destroy function. The decryption key stored in the register would have been marked as an 
invalid key that would have prevented the key from being used for subsequent operations. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Kikinis by the teaching of McBride because it prevents 
unauthorized users to have access to encrypted information [column 2, lines 25-29]. 
9. Claim 11 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kikinis U.S. 
Patent No. 6,289,389 Bl as applied to claim 9 above, and further in view of Shimizu et al 
U.S. Patent No. 6,684,198 Bl. 

As to claim 11, Kikinis does not teach that the specified way includes that the decryption 
key was received associated with a particular service ID. 

Shimizu et al teaches decryption keys that are associated with a particular service LD 
[column 2, lines 48-56]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Kikinis so that the decryption keys were 
associated with the service ID. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Kikinis by the teaching of Shimizu et al because it 
prevents unauthorized copying of program data [column 1, lines 64-67]. 
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10. Claims 15-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kikinis 
U.S. Patent No. 6,289,389 Bl as applied to claim 9 above, and further in view of Choquet et 
al U.S. Patent No. 6,684,198 Bl. 

As to claims 15-17, Kikinis does not teach that the specified way includes requiring the 
decryption key to meet each of a plurality of specified rules. Kikinis does not teach that the 
specified rules include key writing to a decryption engine being normally disabled. Kikinis does 
not teach that at least one of the specified rules defines that the cable modem only receives 
messages on the cable that are addressed to the specified cable modem, and disregards messages 
which are addressed to other than specified cable modem. 

Choquet et al teaches decryption keys to meet specified rules. Choquet et al teaches that 
the specified rules include key writing to a decryption engine being normally disabled. Choquet 
et al teaches that at least one of the specified rules defines that a modem only receives messages 
on the transmission medium that are addressed to the specified modem, and disregards messages 
that are addressed to other than specified modem [column 9, lines 33-50]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Kikinis so that the decryption keys would have 
had to meet specified rules. The specified rules would have included key writing to a decryption 
engine that was normally disabled. The cable modem would have only received messages on the 
cable that are addressed to the specified cable modem, and disregarded messages that are 
addressed to other than specified cable modem. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Kikinis by the teaching of Choquet et al because it 
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provides a messaging system that does not require the assignment of new system addresses and 
is immune to aliasing and false triggering [column 4, lines 6-17]. 

11. Claims 18-20 are rejected under 35 U.S.C. 103(a) as being unpatentable over Kikinis 
U.S. Patent No. 6,289,389 Bl and Choquet et al U.S. Patent No. 6,684,198 Bl as applied to 
claim 15 above, and further in view of Doyle et al U.S. Patent No. 6,438,550 Bl. 

As to claim 18-20, the Kikinis-Choquet combination does not teach that at least one of 
the specified rules include that a specified service ID for specified key ring material causes key 
write capability to be enabled for the that specified service ID. The Kikinis-Choquet 
combination does not teach that an additional rule that disables key write for the service ED after 
key ring material is written to a storage area associated with the service ID. The Kikinis- 
Choquet combination does not teach that an additional rule that disables key write for the service 
ID, for specified time after writing the key ring material. 

Doyle et al teaches a specified service ED for specified key ring material causes key write 
capability to be enabled for the that specified service ID. Doyle et al teaches a rule that disables 
key write for the service ID after key ring material is written to a storage area associated with the 
service ID. Doyle et al teaches a rule that disables key write for the service ID, for specified 
time after writing the key ring material [column 9, lines 24-67]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified the Kikinis-Choquet combination so that a 
specified service ID for specified key ring material caused key write capability to be enabled for 
the that specified service ID. There would have been a rule that disabled key write for the 
service ID after key ring material is written to a storage area associated with the service ID. 
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There would have been a rule that disabled key write for the service ID, for specified time after 
writing the key ring material. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified the Kikinis-Choquet combination by the teaching of Doyle 
et al because it allows client authentication to various servers and to allow access to 
configuration information for various software applications at whatever client computer a user 
may access [column 2, lines 17-21]. 

12. Claim 21 is rejected under 35 U.S.C. 103(a) as being unpatentable over Kikinis U.S. 
Patent No. 6,289,389 Bl and Choquet et al U.S. Patent No. 6,684,198 Bl as applied to claim 
15 above, and further in view of Lerner et al U.S. Patent No. 6,157,722. 

As to claim 21, the Kikinis-Choquet combination does not teach that at least one of the 
specified rules include that the cable modem receives key ring material, writes the key ring 
material, and then destroys the key ring material. 

Lerner et al teaches at least one of the specified rules include that a modem receives key 
ring material, writes the key ring material, and then destroys the key ring material [column 9, 
lines 27-34]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified the Kikinis-Choquet combination so that one of 
the specified rules included that a cable modem received key ring material, wrote the key ring 
material, and then destroyed the key ring material. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified the Kikinis-Choquet combination by the teaching of 
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Lerner et al because it prevents unauthorized access to the content of the communications 
[column 2, lines 45-57]. 

13. Claims 28-30 are rejected under 35 U.S.C. 103(a) as being unpatentable over Beser 
U.S. Patent No. 6,442,158 Bl as applied to claim 24 above, and further in view of McBride 
U.S. Patent No. 6,292,899 Bl. 

As to claims 28-30, Beser does not teach that the keys are enabled for use only when they 
are stored in the specified location. Beser does not teach enabling writing only when specified 
conditions occur. Beser does not teach enabling specified keys to be destroyed. 

McBride teaches keys that are enabled for use only when they are stored in the specified 
location. McBride teaches enabling writing only when specified conditions occur [column 5, 
lines 40-67]. McBride teaches enabling specified keys to be destroyed [column 6, lines 41-45]. 

Therefore, it would have been obvious to a person having ordinary skill in the art at the 
time the invention was made to have modified Beser so that the keys can only be used when they 
are stored in the volatile key apparatus. Writing the keys to memory would have only tool place 
when specified conditions occur. Specified keys would have been destroyed if unauthorized 
users were trying to intercept the decryption keys. 

It would have been obvious to a person having ordinary skill in the art at the time the 
invention was made to have modified Beser by the teaching of McBride because it prevents 
unauthorized users to have access to encrypted information [column 2, lines 25-29]. 
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Conclusion 

14. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Aravind K Moorthy whose telephone number is 571-272-3793. 
The examiner can normally be reached on Monday-Friday, 8:00-5:30. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Ayaz R Sheikh can be reached on 571-272-3795. The fax phone number for the 
organization where this application or proceeding is assigned is 703-872-9306. 

Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 



Aravind K Moorthy 
February 17, 2005 




